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Purpose

To describe the circumstances under which LifeMed ID will use or disclose Protected Health Information
(PHI) for treatment purposes in accordance with state and federal privacy laws, HIPAA Regulations and
LifeMed ID’s contracts with its customers.

Policy

It is the policy of LifeMed ID to protect PHI and to use and disclose PHI for treatment purposes in
accordance with state and federal privacy laws, HIPAA Regulations and LifeMed ID’s contracts with its
customers.
All workforce members must comply with this policy. Violations of this policy will result in disciplinary
action based on the seriousness of the offense or other factors. Disciplinary action may include written
warning, suspension, or termination.

Definitions

“Customer” is an entity from which LifeMed ID receives PHI subject to a Business Associate Agreement (or
other written agreement with the entity) in compliance with the HIPAA Regulations and approved by
LifeMed ID’s legal counsel.
“Treatment” - See the definition of “treatment” in the Regulatory Authority section of this Policy.
For definitions of other capitalized terms or phrases, please refer to: HIPAA-HITECH Privacy and Security
Glossary.

Procedures

An individual’s PHI may be used or disclosed for treatment purposes (such as for referral services) in
accordance with this Policy.
1.

Purposes Related to Treatment. Subject to any requirement of federal or state that requires patient
consent, and the limitation on the use or disclosures of Psychotherapy Notes, PHI may be shared with
health care providers as necessary to arrange for appointments, referrals, diagnostic tests,
consultations, management and coordination of care, determinations of suitability for services, and
similar services directly related to treatment in accordance with this Policy and consistent with state
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2.

and federal privacy laws and HIPAA Regulations. If not otherwise required by federal or state law, and
subject to the limitation regarding Psychotherapy Notes, it is not mandatory for LifeMed ID to obtain
written consent to use or disclose an individual’s PHI for treatment. Refer to: Regulatory Authority
below and Privacy Policy #12: Authorization to Use or Disclose Protected Health Information.
Verification of Identity and Treatment Relationship.

a. Before LifeMed ID’s workforce members may speak with a health care provider regarding an
individual’s specific condition or diagnosis, the health care provider or the provider’s office staff member
must be able to provide the following information before PHI is shared:
i.
ii.
iii.
iv.
v.
vi.

Name of office staff member placing telephone call (including position and title),
Individual’s full name,
Individual’s date of birth,
Health Care Provider’s first and last name,
Health Care Provider’s office address, and
Health Care Provider’s office telephone number.

b. The LifeMed ID workforce member should contact the individual or the individual’s Personal
Representative directly to confirm that the requesting health care provider is involved in the individual’s
treatment and to document the individual’s consent, if consent was required. Refer to: Privacy Policy #27:
Verification of Identity and Authority.
3.

4.

5.
6.

7.

Restriction Request. Under the terms of LifeMed ID’s contract with its customer, LifeMed ID will assist
the customer in responding to an individual’s request to restrict the uses or disclosures of the
individual’s PHI for treatment purposes. Refer to: Privacy Policy #7: Requests for Restrictions on Uses
and Disclosures.
Prohibition on Conditioning of Authorizations. LifeMed ID may not condition the provision to an
individual of treatment on the provision of an Authorization, except:
a. A health care provider may condition the provision of research-related treatment on provision
of an Authorization for the use or disclosure of PHI for such research, and
b. A Covered Entity may condition the provision of Health Care that is solely for the purpose of
creating PHI for disclosure to a third party on provision of an Authorization for the disclosure
of the PHI to such third party.
No Waiver of Rights. LifeMed ID may not require individuals to waive their rights as a condition of
the provision of treatment, Payment, enrollment in a Health Plan, or eligibility for benefits. Refer to:
Privacy Policy #6: No Retaliation or Waiver.
Minimum Necessary. Information that is used and shared for treatment purposes is subject to the
minimum necessary rules. Only LifeMed ID workforce members who have been granted appropriate
authority are allowed to use or review PHI for treatment purposes, and may access only the
information needed to carry out their duties. PHI may be shared only with those workforce members
who have a need for it based on specific functions. Refer to: Privacy Policy #5: Minimum Necessary:
Uses, Disclosure, and Requests.
Accounting of Disclosures. Disclosures for treatment are not required to be included in the
Accounting of Disclosures. However, any disclosures made to persons outside LifeMed ID for
purposes other than to provide treatment will be documented and will indicate what information was
disclosed, to whom, and date of disclosure. Refer to: Privacy Policy #11: Accounting of Disclosures.
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Documentation

This version of the policy, together with any forms and other documentation created or obtained in
accordance with the policy, will be retained by LifeMed ID for a period of at least 6 years plus the current
year from the date of creation or the date when last in effect, whichever is later

3009 Douglas Blvd. | STE 200 | Roseville, CA 95661 | www.lifemedid.com

Copyright © 2017. LifeMed ID, Inc. All Rights Reserved. Confidential – For Internal Use Only. NOT FOR DISTRIBUTION.

Regulatory Authority
45 C.F.R. §164.501 Definitions.
treatment - the provision, coordination, or management of health care and related services by one or more
health care providers, including the coordination or management of health care by a health care provider
with a third party; consultation between health care providers relating to a patient; or the referral of a
patient for health care from one health care provider to another.

45 C.F.R. §164.502 Uses and disclosures of protected health information: general rules.
(a) Standard. A covered entity or business associate may not use or disclose protected health information,
except as permitted or required by this subpart or by subpart C of part 160 of this subchapter.
(1) Covered Entities: Permitted uses and disclosures. A covered entity is permitted to use or disclose
protected health information as follows:
(i) To the individual;
(ii) For treatment, payment, or health care operations, as permitted by and in compliance
with §164.506;
(3) Business associates: Permitted uses and disclosures. A business associate may use or disclose
protected health information only as permitted or required by its business associate contract or
other arrangement pursuant to § 164.504(e) or as required by law. The business associate may not
use or disclose protected health information in a manner that would violate the requirements of this
subpart, if done by the covered entity, except for the purposes specified under § 164.504(e)(2)(i)(A) or
(B) if such uses or disclosures are permitted by its contract or other arrangement.

45 C.F.R. §164.506 Uses and disclosures to carry out treatment, payment, or health care operations.
(a) Standard: Permitted uses and disclosures. Except with respect to uses or disclosures that require an
authorization under §164.508(a)(2) through (4) or that are prohibited under §164.502(a)(5)(i), a covered
entity may use or disclose protected health information for treatment, payment, or health care operations as
set forth in paragraph (c) of this section, provided that such use or disclosure is consistent with other
applicable requirements of this subpart.
(b) Standard: Consent for uses and disclosures permitted.
(1) A covered entity may obtain consent of the individual to use or disclose protected health
information to carry out treatment, payment, or health care operations.
(2) Consent, under paragraph (b) of this section, shall not be effective to permit a use or disclosure of
protected health information when an authorization, under §164.508, is required or when another
condition must be met for such use or disclosure to be permissible under this subpart.
(c) Implementation specifications: Treatment, payment, or health care operations.
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(1) A covered entity may use or disclose protected health information for its own treatment,
payment, or health care operations.
(2) A covered entity may disclose protected health information for treatment activities of a health
care provider.
(3) A covered entity may disclose protected health information to another covered entity or a health
care provider for the payment activities of the entity that receives the information.
(4) A covered entity may disclose protected health information to another covered entity for health
care operations activities of the entity that receives the information, if each entity either has or had
a relationship with the individual who is the subject of the protected health information being
requested, the protected health information pertains to such relationship, and the disclosure is:
(i) For a purpose listed in paragraph (1) or (2) of the definition of health care operations; or
(ii) For the purpose of health care fraud and abuse detection or compliance.
(5) A covered entity that participates in an organized health care arrangement may disclose
protected health information about an individual to other participants in the organized health care
arrangement for any health care operations activities of the organized health care arrangement.

45 C.F.R. §164.508 Uses and disclosures for which an authorization is required.
(a) Standard: Authorizations for uses and disclosures
(1) Authorization required: General rule. Except as otherwise permitted or required by this
subchapter, a covered entity may not use or disclose protected health information without an
authorization that is valid under this section. When a covered entity obtains or receives a valid
authorization for its use or disclosure of protected health information, such use or disclosure must be
consistent with such authorization.
(2) Authorization required: Psychotherapy notes. Notwithstanding any provision of this subpart,
other than the transition provisions in §164.532, a covered entity must obtain an authorization for
any use or disclosure of psychotherapy notes, except:
(i) To carry out the following treatment, payment, or health care operations:
(A) Use by the originator of the psychotherapy notes for treatment;
(B) Use or disclosure by the covered entity for its own training programs in which
students, trainees, or practitioners in mental health learn under supervision to
practice or improve their skills in group, joint, family, or individual counseling; or
(C) Use or disclosure by the covered entity to defend itself in a legal action or other
proceeding brought by the individual; and
(ii) A use or disclosure that is required by §164.502(a)(2)(ii) or permitted by §164.512(a);
§164.512(d) with respect to the oversight of the originator of the psychotherapy notes;
§164.512(g)(1); or §164.512(j)(1)(i).
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(b) Implementation specifications: General requirements
(4) Prohibition on conditioning of authorizations. A covered entity may not condition the provision
to an individual of treatment, payment, enrollment in the health plan, or eligibility for benefits on
the provision of an authorization, except:
(i) A covered health care provider may condition the provision of research-related treatment
on provision of an authorization for the use or disclosure of protected health information for
such research under this section;
(ii) A health plan may condition enrollment in the health plan or eligibility for benefits on
provision of an authorization requested by the health plan prior to an individual's
enrollment in the health plan, if:
(A) The authorization sought is for the health plan's eligibility or enrollment
determinations relating to the individual or for its underwriting or risk rating
determinations; and
(B) The authorization is not for a use or disclosure of psychotherapy notes under
paragraph (a)(2) of this section; and
(iii) A covered entity may condition the provision of health care that is solely for the purpose
of creating protected health information for disclosure to a third party on provision of an
authorization for the disclosure of the protected health information to such third party.

45 C.F.R. §164.522 Rights to request privacy protection for protected health information.
(a)

(1) Standard: Right of an individual to request restriction of uses and disclosures.
(i) A covered entity must permit an individual to request that the covered entity restrict:
(A) Uses or disclosures of protected health information about the individual to carry
out treatment, payment, or Health Care Operations; and
(B) Disclosures permitted under §164.510(b).
(ii) Except as provided in paragraph (a)(1)(vi) of this section, a covered entity is not required
to agree to a restriction.
(vi) A covered entity must agree to the request of an individual to restrict
disclosure of protected health information about the individual to a health plan if:
(A) The disclosure is for the purpose of carrying out payment or health care
operations and is not otherwise required by law; and
(B) The protected health information pertains solely to a health care item or service
for which the individual, or person other than the health plan on behalf of the
individual, has paid the covered entity in full.
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